[bookmark: _Toc455746710]Cybersecurity Plan Summary
The Information Resources Use and Security Policy provides The University of Texas at Austin (U. T. Austin) with guidance and defines responsibilities and procedures relating to the operational implementation of the UT System Information Resources Use and Security Policy (UTS 165). For ease of reference both documents share the same organizational structure and a common table of contents.

Title 1 Texas Administrative Code 202.70 (1) states that it is the policy of the state of Texas that information resources residing in the various agencies of State government are strategic and vital assets belonging to the people of Texas. Assets of the university must be available and protected commensurate with their value and must be administered in conformance with federal and state law and UT System Regents' Rules. This Policy provides requirements and guidelines to:  establish accountability and prudent and acceptable practices regarding the use and safeguarding of the university's information resources; protect the privacy of personally identifiable information contained in the data that constitutes part of its information resources; ensure compliance with applicable policies and state and federal laws regarding the management and security of information resources; and educate individual Users with respect to the responsibilities associated with use of the university's information resources.

This Policy serves as the foundation for the university's information security program, and provides the Information Security Office the authority to implement policies, practice standards, and/or procedures necessary to implement a successful information security program in compliance with this Policy.
Roles and Responsibilities
UT Austin Information Security Management
The UT Austin Information Security Office (ISO) is responsible for providing cybersecurity management for the Geotechnical Engineering Center (GEC) at UT Austin.

Cam Beasley, ISO Chief Information Security Officer, is the primary person responsible for information security.

Email: cam@utexas.edu

Charlie Scott, ISO Assistant Information Security Officer, heads the campus Risk Management Team.

Email: cscott@utexas.edu

Kelly Kerby, ISO Senior Network Security Analyst, heads the campus Incident Response Team.
Email: k.kerby@its.utexas.edu

The UT Information Technology Support and Services (ITSS) is responsible for on-site maintenance of GEC IT infrastructure. 

Danny Quiroz, ITSS Senior IT Manager, is responsible for on-site incident response at GEC.
Email: quiroz@mail.utexas.edu

Site Management Team 
Overall responsibility for the security of the facility lies with the management team comprised of Cam Beasley, Charlie Scott, Kelly Kerby, Danny Quiroz.  This management team will be assisted by the DesignSafe CSO in the matter of the cybersecurity program and its overall goals, objectives, and priorities in order to support the overall mission of NHERI. 
Site Security Contact 
The site security contact, Cam Beasley is responsible for day-to-day management of cybersecurity at each site.  The contact will also serve as the liaison between the site and the DesignSafe Chief Security Officer. 
DesignSafe Chief Security Officer
The DesignSafe CSO Nathaniel Mendoza, also TACC’s Information Security Officer, directs DesignSafe’s day-to-day management of its security program, including maintaining a secure environment for the DesignSafe CI, providing security advice to the DesignSafe user community, conducting regular security audits, and coordinating all security related interactions among the various participating NHERI organizations as the leader of the Security Working Group.	
Security Working Group
The security working group consists of the the local site security points of contact from each of the NHERI awardees, including the DesignSafe CSO.  The working group will discuss best practices, emergent security issues, and process for audits. Communications will be maintained via Zoom virtual meeting and via an email list. 

Administrative Safeguards
Risk Assessment
[bookmark: _Toc455746711]Risk Assessment Policy and Procedures
DesignSafe’s risk assessment policy and procedures are developed, reviewed, updated and disseminated by the DesignSafe CSO. This is done annually, or as needed if urgent security information becomes available and new resources are brought online in the information system. Risk assessment identifies threats to and vulnerabilities of DesignSafe’s information system.

Risk Assessment
DesignSafe risk assessment takes into account vulnerabilities, threat sources and security controls that are planned or in place to determine the resulting level of residual risk posed to DesignSafe’s operations, assets or individuals based on the operation of the information system. Risk assessments are conducted and results documented as threats are identified and addressed. 

Audit
DesignSafe’s comprehensive cybersecurity approach includes a security audit at each of the NHERI Awardees performed once a year. The audits use security best practices to verify that each server-class system operating at a NHERI Awardee site is operating in a manner to limit the potential for security incidents and breaches. Security incidents and data breaches could invalidate data being collected by scientists, damage experimental equipment, and spread the damage to the DesignSafe resources. No system can be perfectly secure, but regular audits of the system provide vital information for the regular upkeep and secure maintenance of the server systems. 

Schedule for Audits
Each NHERI Awardee together with the DesignSafe CSO will determine an appropriate time schedule for performing the audit. This will be coordinated within 6 months after NSF awards are made with each NHERI Awardee. The audits will generally be done once a year, and will be performed virtually. However, in the event that a security incident occurs then further audits may be done. In all cases, the timing for the audit will be decided in consultation with the NHERI Awardee, such that the site operations are minimally affected and the resources of the site IT staff are optimally utilized.

Actions following the Audits
If there are audit findings, the DesignSafe CSO will recommend corrective actions for the NHERI Awardee to implement. A formal report will be generated once a year that summarizes the results of the audits for each NHERI Awardee. The report will identify the assets that were a part of the audit, where the audit did find vulnerabilities and security breaches, and remediation actions, both short term and long term. This report will not be for public disclosure, keeping in view the security sensitive nature of the information, but will be made available to the NSF.

Technical Safeguards
Proactive Security Monitoring and Detection 
A System Security Assessment analyzes the security of a specific system or group of systems. ISO will look for both local and remotely exploitable vulnerabilities by analyzing access controls, patch levels and system configurations. Collections of commercial and open-source scanning tools are used for this type of assessment. System credentials may be requested to conduct a more comprehensive review of a particular system. Additional hands-on inspection may also be necessary.

Vulnerability Scanning

An Application Security Assessment evaluates the functionality and resilience of an application to known security threats including, but not limited to: buffer overflows, cross site scripting, cross site request forgery, improper data sanitization, injection attacks and weak authentication. This assessment analyzes all components of an application infrastructure including how each component is deployed and how each component communicates with both the client and server environments. A collection of commercial and open-source tools is combined with manual testing to perform this assessment. Application credentials may be requested to conduct a more comprehensive review of a particular application. Typically, some host and network security practices are reviewed as part of an Application Vulnerability Assessment.

A Network Vulnerability Assessment evaluates a system for vulnerabilities that may be exploited via a network. These vulnerabilities may include such things as missing patches, unnecessary services, weak authentication and weak encryption. This type of assessment may include components of an Application Vulnerability Assessment and a System Security Assessment. Credentials may be requested to conduct a more comprehensive review of a particular system(s). A Network Vulnerability Assessment will help determine how vulnerable a system(s) is to Internet and intranet attacks and whether current operational controls are effective.

Recommended Minimum standards for systems:
Backups
· System administrators should establish and follow a procedure to carry out regular system backups.
· Backups must be verified on a regular schedule, either through automated verification, through customer restores, or through trial restores.
· Systems administrators must maintain documented restoration procedures for systems and the data on those systems.
Change Management
· A documented change control process should be in place for production systems.
· System changes should be evaluated prior to being applied in a production environment. Patches should be tested prior to installation in the production environment if a test environment is available. If a test environment is not available, the lack of patch testing should be communicated to users/customers, along with possible changes in the environment due to the patch before the patch is applied.
Virus Prevention
· Anti-virus software must be installed, enabled, and updated regularly.
· Installing and enabling anti-spyware software is required on any computer if the machine is used by administrators to browse Web sites not specifically related to the administration of the machine.
System Hardening

· Systems should be initially set up in a protected network environment or by using a method that assures the system is not accessible via a potentially hostile network until it is secured.
· Operating system and application services security patches should be installed expediently and, in a manner, consistent with change management procedures. Strongly consider disabling products that no longer receive security updates from the vendor (e.g., unsupported).
· Services, applications, and user accounts that are not being utilized should be disabled or uninstalled.
· Apply the principle of least privilege to user, administrator, and system accounts.
Monitoring
· If the operating system comes with a means to log activity, enabling and testing of this function is required.
· Operating system and service log monitoring and analysis should be performed routinely. This process should be documented.
· The systems administrator must follow a documented backup strategy for security logs (for example, account management, access control, data integrity, etc.). Security logs should retain at least 14 days of relevant log information.
· All administrator or root access must be logged.
Policy and Procedures
Creating User Accounts
[bookmark: standard5.1]Users must be made aware of the privileges granted to their administrative accounts, especially those that impact access to information resources or that allow them to circumvent controls in order to administer the information resource. Abuse of such privileges will not be tolerated. Anyone using accounts with elevated access privileges of this type must adhere to the following access requirements.
 All IT System Custodians will be granted administrative access to the university-owned IT devices (e.g., laptops, desktops, tablets, servers) deployed in their respective college, school, or unit. Individuals who use accounts with special privileges (for example, System Administrators) must only use these accounts for their intended administrative purposes.
All access via administrative accounts must be logged to system management services in place centrally or within the respective college, school, or unit to ensure proper accountability and transparency. These logs should be retained, according to U. T. Austin retention schedules, and routinely audited.
[bookmark: standard5.8.4]Individuals who use administrative accounts may not perform investigations relating to the potential misuse of information resources by an individual user except under the direction of the Information Security Office or the Office of Legal Affairs. All colleges, schools, and units of the university must maintain an updated list of IT Support Staff in the university Department System. All U. T. Austin employees must complete a Background Check for Staff/Faculty and must acknowledge their responsibilities by annually completing the Acceptable Use Acknowledgement form. The password for a shared administrative account must change when any individual knowing the password leaves the department or university or changes role; or upon a change in the vendor personnel assigned to university contracts having password access. For all systems serving out Information Resources there must be a password escrow procedure in place to enable someone other than the administrator to gain access to the system in an emergency situation (e.g., via Stache). When access to a university-owned IT device's administrative account is required by someone other than an IT Support Staff member, the following exception criteria must apply: Individuals must annually complete the Acceptable Use Acknowledgement form;  Individuals must only use the administrative account for special administrative functions and default to a lower privileged user account for other day-to-day use; Individuals must review training to inform them how they can limit use of their administrative access and still accomplish their primary day-to-day functions (example: How not to Login as Administrator (and still get your job done);  IT System Custodians are required to periodically review the use of administrative account exceptions. IT System Custodians will remove any administrative accounts that go unused or are no longer required; and IT System Custodians are required to raise inappropriate use to management (e.g., staying logged in with the administrative account longer than needed). 
User Credentials 
DesignSafe will initially use single-factor authentication via a user password. Multi-factor authentication is available in TACC’s authentication infrastructure, and if deemed necessary will be applied to the DesignSafe CI. For multi-factor authentication, users would have a password and in addition a second mechanism of a short-lived access code provided by a fob or via mobile device app. The use of group accounts for administrative purposes and shared passwords for those accounts will be minimized where technically feasible. DesignSafe staff requiring privileged user access will be using RSASecureID fobs for controlling root access to resources.

Credentials may be used only by the authorized user. Passwords or accounts should never be shared with anyone. Account owners will be held responsible for any actions performed using their accounts. DesignSafe staff will never ask users to disclose their passwords in any manner. Passwords should never be written down and left in plain sight or stored in plain text online.

Inactive Account Expiration
Accounts that are inactive for 120 days will be deactivated, and the user will need to request reactivation of the account.

Physical Safeguards
Physical Access Authorization
A Physical Security Assessment typically involves interviews with key staff, review of existing documentation and a visit to the site to evaluate physical and environmental controls. This type of assessment will help determine whether systems are susceptible to physical attacks and whether environmental controls are adequate.


Access Control for Transmission Medium 
Adequate physical protection is in place for wiring closets and communication demark areas to prevent accidental damage, disruption, or intentional physical tampering of transmission lines. 

Awareness and Training
Awareness of the DesignSafe Cybersecurity Plan for NHERI Awardees will be achieved via the Security Working Group, and assurance of awareness and compliance is achieved via the aforementioned audits.
NHERI Awardees shall adhere to their local University cybersecurity policies and participate in their local University cybersecurity awareness and training.
Members of the UT ISO have been certified in Various SANS training programs to provide a comprehensive overview.

Incident Response and Notification Procedures 
NHERI sites are expected to notify the DesignSafe CSO via email within 24 hours of detecting or suspecting an incident, as well as following their campus procedures for incident notification and response. Upon notification of a possible security incident, the DesignSafe CSO will lead a formal incident response. The DesignSafe Security Working Group will be informed that a response is being initiated, and the response team will be formed based upon the extent of the incident. It may be necessary to quickly suspend the suspected user account(s), services, or systems to prevent an escalation of the incident. The team will analyze all available information, interrogate any persons involved, determine corrective measures, and assure corrections are implemented and effective prior to allowing any accounts, services or systems to be brought back online. An incident report will be generated and shared with the Security Working Group. Relevant information from the report will be shared with the site Management Team and NSF as appropriate. 
Non-Compliance and Exceptions
If any of the minimum standards contained within this document cannot be met on systems, an Exception Process must be initiated that includes reporting the non-compliance to the Information Security Office, along with a plan for risk assessment and management. 
University of Texas at Austin employees are required to comply with both institutional rules and regulations and applicable UT System rules and regulations. In addition to university and System rules and regulations, University of Texas at Austin employees are required to comply with state laws and regulations.
Protected/Personally Identifiable Information
Primary data at NHERI sites should consist of technical information regarding experiments conducted at NHERI facilities, simulation output, source code, and reconnaissance data. It is expected that no site has data that would qualify under NIST standards as “Controlled Unclassified Information” (CUI), including but not limited to Protected Health Information (PHI), student records, financial information, etc.   If any CUI data is on NHERI-affiliated computing systems, the site administrators should contact the DesignSafe security officer to develop a more comprehensive security plan which complies with appropriate controls as set out in NIST 800.171 and NIST 800.53.  
Related Institutional Policies and Procedures
UT Policies & Standards:
UT Austin Information Resource Use Security Policy: 
https://security.utexas.edu/policies/irusp

UT Austin Campus IT Policies: 
https://cio.utexas.edu/policies

U.T. System Administration Policy

INT124 Information Resources Acceptable Use and Security Policy
Information Resources Acceptable Use and Security Policy Agreement (AUP)

U.T. System Policy
UTS 165 Information Resources Use and Security Policy

Texas Department of Information Resources
Texas Administrative Code 202 Information Resources Security Safeguards

[bookmark: _GoBack]
